NudopmanuoHHasi mnaMATKA IS 00yYAOIIUXCS JJs1 pa3MelieHus Ha 0(pMIMATbHBIX
HNuTepHeT-pecypcax

C KaXIIbIM T0JIOM MOJIOJIC)KH B MHTEPHETE CTAHOBUTHCS OOJIbIIE, a IIIKOJIBHUKU OJTHU U3
CaMbIX AKTUBHBIX ITOJb30BaTenel PyHera. Mexay TeM, MOMHMO OrPOMHOIO KOJIMYECTBA
BO3MOJKHOCTEH, HHTEPHET HECET W MpOoOJIeMbl. DTa MaMsITKa JIOJDKHA IMOMOYb Tebe Oe30macHo
HaXOJUTHCS B CETH.

Komnviomepnvie eupycoi

KoMmnbroTrepHslii BUpYC — 3TO Pa3HOBHIHOCTH KOMIIBIOTEPHBIX IIPOrPAMM, OTJIMYUTEIbHOU
0COOEHHOCTBIO KOTOPOH SIBJIE€TCSI CIIOCOOHOCTh K pa3sMHOXEHHI0. B ponoiHeHue k 3ToMmy,
BUPYCBHI MOT'YT ITOBPEAMTD WM TIOJTHOCTBIO YHUUTOXXUTH BCE (DAIIbI U TaHHBIE, TOJIKOHTPOJIbHBIC
H0JIb30BATENI0, OT UMEHHM KOTOPOTro ObliIa 3aIlylleHa 3apaxEHHas IporpamMma, a TakKe OBPEAUTh
WIN JTa)Xe YHUYTOXXUTH ONEPAIIOHHYIO CHCTEMY cO BceMH (haitmamu B 1iesioM. B GosbmmHCTBE
CJIy4aeB pacIpOCTPaHAIOTCS BUPYCHl YEPE3 UHTEPHET.

MeTobl 3a1IUTEl OT BPEJOHOCHBIX IIPOTpaMM:

1. Hcnonb3yii cOBpeMEHHbIE ONEPALMOHHBIE CUCTEMBI, UMEIOLUE CEPbE3HBI YPOBEHD
3aLUTBI OT BPEAOHOCHBIX IIPOTrPaMM;

2. TlocrosiHHO ycTaHaBimBail madTé (UUGPOBBIC 3aIUIATKH, KOTOPBIE aBTOMATHYECKH
YCTaHABJIMBAIOTCS C ILI€JIbI0 JOPAOTKH MPOrpamMMbl) U Jpyrue OOHOBJIEHMS CBOEH
OTIepaIMOHHOM cucTeMbl. CKauMBail X TOJBKO ¢ OQHUIIMAILHOTO caiiTa pa3padoTynKa
OC. Ecnu cymiecTByeT pex1UM aBTOMaTHYE€CKOr0 OOHOBJIEHUS, BKIIIOUYH €I0;

3. Paboraii Ha cBoeM KOMITBIOTEpE TOJ] IPaBaMU IOJIL30BATENS, a HE aIMHUHHUCTPATOPA.
3TO HE MO3BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOrPaMM HHCTAITUPOBAThCS Ha TBOEM
MIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Hcnonp3yil aHTUBUPYCHBIE NPOTPaMMHBIE MPOAYKThI U3BECTHBIX MPOU3BOIUTENEH, C

aBTOMaTHYECKUM OOHOBIIEHHEM 0a3;

Orpannyb pU3MUECKUIl JOCTYI K KOMIIBIOTEPY JUIsl TOCTOPOHHHUX JIUIL;

6. Hcnonp3yii BHEIIHME HOCUTENN HH(DOpMAINK, Takue Kak (hiemka, TMcK win (air u3
UHTEPHETA, TOJIBKO U3 MPO(EepeHHBIX HCTOUHUKOB;

7. He oTkppiBail KOMIbIOTEpHbIE (ailsibl, TOJYyYEHHbIE U3 HEHAAEKHBIX HCTOYHUKOB.
Haxe T1e ailnbl, KOTOpple HpUCIad TBOM 3HaKOMbIH. Jlydmie yTrouHu y Hero,
OTIIPaBJISsUI JIU OH Te0e MX.

o

Cemu WI-FI

Wi-Fi - 370 He Bu Mepenaun aHHBIX, HE TEXHOJOTHS, a BCETO JIUIIb OpeH 1, Mapka. Eie
B 1991 rony Hunepnanjackas kommnaHus 3apeructpuponana opena «WECA», uro o6o3Hauano
cinoBocovetanue «Wireless Fidelity», KOTOpbIi TepeBOAUTCS KaK «OECIIPOBOIHAS TOYHOCTHY.

Jlo Hamiero BpeMEeHM JolIa JApyras aOOpeBuaTypa, KoTopas SBISETCS TaKOH XKe
TexHoyoruei. Oto abopeBuarypa «Wi-Fi». Takoe Ha3BaHue ObUIO 1TaHO ¢ HAMEKOM Ha CTaHIApT
BbICIINH 3BYKOBOM TexHuKH Hi-Fi, uTo B mepeBosie 03HaUaeT «BbICOKAsI TOUHOCTHY.

Jla, OGecriaTHBIA MHTEPHET-IOCTYN B Kade, OTesIX U a’3poropTax SBISETCS OTIUYHON
BO3MOXKHOCTBIO BBIXOJ[a B UHTEpHET. HO MHOTHE 3KCIIEPTHI CYUTAIOT, UTO 00mienocTynabie Wi-Fi

CETH HE ABJIAIOTCA OE€30ITaCHBIMHU.

Cogertsl 110 6e30macHOCTH paboTe B 00IIeA0CTYMHBIX ceTsax Wi-fi:
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He mnepenaBaii cBoro nuuHyro uH(popmanuio depe3 obmemoctynHbie Wi-Fi cern.
PaGoras B HuX, j)xenaTenbHO HE BBOAUTH ApOJIM IOCTYIIA, JIOTHHBI U KaKue-TO HOMEpa;
Hcnonp3yit 1 0OHOBIIAH aHTUBUPYCHBIE MPOTpaMMBbl M OpaHamayep. TeM caMbIM Th
oOe3omnacuilb cedst OT 3aKaYyKy BUpYyca Ha TBOE YCTPOMCTBO;

ITpu ucnonb3oBanun Wi-Fi ortkmoun ¢ynkmuio «OO0mmit moctyn K ¢ainam u
npuHTepam». JlaHHas QyHKUMS 3aKpblTa O YMOJYAHUIO, OIHAKO HEKOTOpbIE
MOJIb30BATEIIM aKTUBUPYIOT €€ ISl yA00CTBa UCIONIb30BaHus B paboTe mim yueoOe;

He ucnonw3yit myonuunsiii WI-FI ams mepenaym JMYHBIX [aHHBIX, HApUMEp IS
BBIXOJIa B COLIMAJIbHBIE CETU WM B AIEKTPOHHYIO IIOUTY;

Hnonp3yit Tonbko 3amuuieHHoe coenuHenue yepe3 HTTPS, a ne HTTP, T.e. nipu
Habope BeO-aapeca BBOAM UMEHHO «https://»;

B wmoOmneHoM Tenmedone orkiaroun  pynkuuio  «[logkimrouenne k- Wi-Fi
aBToMarudecku». He nomyckail aBTOMaTUYECKOr 0 MOAKIIFOYEHUS YCTPOMCTBA K CETSIM
Wi-Fi 6e3 TBoero coriacusi.

COZ/;MClﬂbele cemu

CornuanbHble CeTH aKTUBHO BXOJAT B HAIIly KU3Hb, MHOTHE JIIOJIM PA0OTAIOT U )KUBYT TaM
noctossHHO, a B Facebook yke 3aperucTpupoBaH MWLTHApA YENIOBEK, YTO SIBISIETCS OJHOM
ceIbMOM BceX JKHUTeNell mMmiuaHeThl. MHOTHME MOJb30BaTeNd HE MOHUMAIOT, YTO HH(popMaIus,
pa3MelIeHHass UMM B COITMAIBHBIX CETSIX, MOXKET OBbITh HaWJI€HA M HCIIOJIb30BaHA KEM YTOIHO, B
TOM YHUCJIE€ HE 0053aTeNbHO ¢ OJIarMMH HAMEPEHHSIMH.

OCHOBHBIE COBETEI IO 0€30MaCHOCTH B COIIMaJIbHBIX CCTAX!

1.

2.

Orpanuub CcHUCOK Jpy3ed. Y TeOs B ApPY3bAX HE JODKHO OBbITh CIy4YallHBIX U
HE3HAKOMBIX JIIOJEH;

3amumniail cBolo YacTHyIO *u3Hb. He ykaspiBail maponu, TeneQoHsbl, anpeca, HaTy
TBOETO POXKACHUSA U JAPYryl0 JUYHYI0 HH(POPMALHUIO. 3IOYMBIIIJICHHUKH MOTYT
UCIOJIb30BaTh Jake MH(OpPMAalMIO O TOM, KaK Thl U TBOU POAMUTEIH IUIAHUPYETE
MIPOBECTU KaHUKYJIbI;

3amuinai CBOI penyTaluio - IEP>KH €€ B YUCTOTE M 3aJiaBail cebe BOMpoc: XOTe Obl
ThI, YTOOBI ApYyrHe MOJIb30BaTeNId BUJENH, YTO Thl 3arpyxaeus? Ilogymaii, npexnae
4YeM YTO-TO OMYOJIMKOBATh, HAIIUCATh U 3arpy3HTh;

Ecnu TbI TOBOPHILB C JIFOABMH, KOTOPBIX HE 3HACIIb, HE UCIIOJIb3YH CBOE PEAIbHOE NMS
U APYTYIO JINYHYIO HH(OPMALIUU: UM, MECTO )KUTEIbCTBA, MECTO Y4€ObI U MTPOYEE;
W36eraii pazmenienus ¢ororpaduii B UHTepHeTe, rae Tbl H300pakeH Ha MECTHOCTH,
10 KOTOPOI MOYKHO OIPEJEIIUTh TBOE MECTONOIOKEHHE;

[Ipu peructpanuu B COIMAILHON CETH HEOOXOAUMO UCIIOIB30BaTh CIO0XKHbIE MApPOJIH,
cocrosre u3 OyKB ¥ UQP U ¢ KOJTUISCTBOM 3HAKOB HE MEHEE §;

Jlnst conuanbHON CeTH, MOYTHl U APYTrUX CaiTOB HEOOXOAMMO MCHOJIb30BaTh pa3HbIe
napoiu. Toraa ecinu Te6s B3JIOMAIOT, TO 3JI0YMBIIIIEHHUKH MOTY4aT JOCTYI TOJIBKO K
OJIHOMY MECTY, a HE BO BCE Cpa3y.

OnexmponHvle 0eHbeu

3J'ICKTpOHHBIe JCHBI'H — 3TO OYCHb y,Z[O6HBII>'I CII0c00 HJ'IaTe)Keﬁ, OIHAaKO CYHICCTBYIOT
MOIICHHUKH, KOTOPBIC XOTAT IHOJYUUTH O3TU ACHBI'U.

SJICKTpOHHBIe JCHBI' IIOABHJIMCH COBCEM HC€JaBHO W HMMCHHO H3-3a 3TOIO BO MHOTHX
rocyaapCTBax A0 CHUX IMOP HC NPOMNHCAHO ITPO HUX B 3aKOHAX.
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B Poccun sxe oHU QYHKITMOHUPYIOT U O HUX YK€ MPOIHCAHO B 3aKOHE, IJI€ UX PA3JEISIOT
Ha HECKOJIbKO BUJI0B — aHOHUMHBIE U HE aHOHUMHBIE. Pa3HuIIa B TOM, 4YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3pemaercss MpOBOAUTH Olepauuu 0e3 WACHTH(PHUKAIMK IMOJb30BaTeNsl, a B
HEAaHOHMMHBIX MJICHTU()UKALMY 110JIb30BaTeNs SABJIAETCS 00s3aTeIbHOM.

Taxxe cieqyer paznuyarh 3JEKTPOHHbIE (UATHBIE NEHBI'M (PaBHBI TOCYJAPCTBEHHBIM
BAIIOTaM) U DJIEKTPOHHBIE He(hUATHBIE ICHBIU (HE paBHBI TOCYIAPCTBEHHBIM BAJTIOTAM).

OcHOBHBIE COBETHI 0 6€30MaCHOM paboTe ¢ IEKTPOHHBIMH JICHbIaMHU:

1. TlpuBsxu K cyeTy MOOWUIIBHBIN TenedoH. DTO caMmblii YIOOHBIH M OBICTPBIA CIIOCOO
BOCCTAHOBUTH JOCTYH K cueTy. lIpuBsi3anHbI TenedoH MOMOXKET, eciau 3al0yelb
CBOM IUIATEKHBIM MapoJib WK 3alIelIb Ha CAUT C HE3HAKOMOI'0 YCTPOMCTBA;

2. Vcmonb3yii oqHOpa3oBkie mapoiu. [loce nepexoma Ha yCHIICHHYIO aBTOPHU3AIUIO Te0e
yke He Oy/IeT yrpoaTh OMAaCHOCTh KPa)KH WITU TMepexBaTa IIaTeKHOTO MapoJis;

3. BwiGepu cioxsbiii mapoib. [Ipectymamkam OyneT HE MPOCTO yraaath CIIOKHBIN
napoJib. HaziesxHpie napoiim — 3TO mapoiu, KOTOPbIE COJIepKaT HE MEHEe 8 3HAKOB U
BKJIFOYAIOT B c€0sl CTPOYHBIC U MIPOMUCHBIC OYKBBI, TU(PHI U HECKOJIBKO CHMBOJIOB,
TaKWe KaK 3HaK Jojuiapa, pyHTa, BOCKIHUIATENbHBIN 3HaK U T.11. Hampumep, $tROng!;;

4. He BBOJIM CBOM JIMYHBIC JAHHBIC HA CAalTaX, KOTOPHIM HE JIOBEPSEIIIb.

afleKmPOHHafl nouma

DneKTpOHHAs oYTa — 3TO TEXHOJIOTHUS U MPEAOCTABISIEMbIE €10 YCIYTHU IO MEPECHUIKE U
MOJTYYEHHUIO AJIEKTPOHHBIX COOOIICHHI, KOTOpBIE pACIpEAENsIOTCS B KOMIIBIOTEPHOW CEeTH.
O6bruHO ANEKTPOHHBIN IIOYTOBBIN SIIIAK BBITJISTAT CJIEIYIOLUM oOpa3zom:
UMs_TOJIb30BaTEeA(@UMsL_JoMeHa. Takke KpoMme IepeJjauyd NpoCcTOro TEKCTa, HMEeTcs
BO3MOXKHOCTb NepeaaBaTh (paiiibl.

OcHOBHBIE COBETHI IO 0€30MacHO paboTe ¢ ANEKTPOHHON MTOUTOM:

1. Hano BeIOpaTh NMpaBUIIbHBIN MTOYTOBBIM cepBUC. B MHTEpHETE €CTh OrpOMHBIN BHIOOD
OecIIaTHBIX MMOYTOBBIX CEPBUCOB, OJIHAKO JIyUlIe JOBEPATh TEM, KOT'O 3HACIIb U KTO
IIEPBBII B PEUTHUHTE;

2. He ykaspiBaii B TUYHOW modYTe aHuHyI0 uH(opMarmio. Hampumep, mydiie BEIOpaTh
«My3bIKaJIbHBIN _(panaT@» miu «pok2013» BMecTo «remal3»;

3. Hcmonb3yii IByXdTaTHYIO aBTOPU3AIMIO. DTO KOTJa TTIOMUMO TapoJisi HY)KHO BBOJIUTH
KOJI, IpHUChLIaeMbIil mo SMS;

4. BpiOepu cnoXHBIM Mapoib. s KaXI0ro MOYTOBOIO SIIHMKAa JIOJKEH OBbITh CBOM
HAJICKHBIM, YCTOWUMBBIN K B3JIOMY I1apOJIb;

5. Ecnmm ectb BO3MOXXHOCTh HAalMCaTh CaMOMY CBOM JIMYHBIA BOIPOC, WCIIONB3YH 3TY
BO3MO>XHOCTB;

6. Hcnonp3yli HECKOJIBKO TOYTOBBIX SIIIUKOB. [IepBBIA i YacTHON MEPerrcKu C
ajpecaTaMM, KOTOPbIM Tbl JOBEpsACLIb. JTO DSJIEKTPOHHBIN aJpec HE Halo
MCIOJIb30BaTh IPU PErUCTpaluU Ha GopyMax U caiTax;

7. He otkpsiBaii paiiiasl U Jpyrue BIOKEHUS B MMChMAaX JJaykKe €CJIM OHU NMPHIIUINA OT TBOUX
npy3ei. Jlydine yTouHu y HUX, OTIPABIISUIM JIM OHU TeOe 3TH (albl;

8. Ilocne okoH4aHust pabOTHI HA TOYTOBOM CEpPBHUCE MEPE 3aKPHITHEM BKJIA/IKH C CANTOM
He 3a0y/p Ha)kaTh Ha «BbIATHY.
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Kubepbynnune unu supmyanvroe u30e8amenbcmeo

KubepOymnmuHr — mpecieoBaHUE COOOMICHHMSIMH, COJIEPXKAIIUMH  OCKOPOJICHUS,
arpeccHio, 3aryruBaHue; XYJIUTAHCTBO; COIMAIbHOE OOMKOTHPOBAHKME C MOMOIIBIO Pa3IMYHBIX
UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 60PHOE ¢ KUOEPOYIITMHIOM:

1.

no

o

He Gpocaiicst B 60ii. Jlydmmuii crmoco6: mocoBeToBaThcs Kak ceOsi BECTH U, €CJIM HET
TOr0, K KOMY MOXXHO OOpaTHThCS, TO BHa4alle YCIOKOMTbCA. Eciau Thl HauHelb
OTBEeYaTh OCKOPOJEHHSIMH Ha OCKOPOJIEHHUS, TO TOJIBKO elle OOJbIIe Pa303KKellb
KOH(JIUKT;

VYnpasnsii cBoelt kubeppemnyranuei;

AHOHMMHOCTh B ceTd MHHMas. CylIeCTBYIOT CHOCOOBI BBISICHUTH, KTO CTOUT 3a
AHOHHUMHBIM aKKayHTOM;

He crouTt Bectn Xynuranckuit 00pa3 BUPTyallbHOM Ku3HU. MIHTEpHET puKcupyer Bce
TBOM JICUCTBUS U COXPAHSAET UX. Y AAIUTh UX OyJeT KpaliHe 3aTpyAHUTEIBHO;
Cobunronait cBOI BUPTYaJIbHYIO YECTh CMOJIOAY;

Urnopupyit equHnaHbIi Heratus. OAHOPa30BbIe OCKOPOUTEIbHBIE COOOLICHHS Ty4Ilie
UrHOprpoBaTh. OOBIYHO arpeccHst MPEKpaIIaeTcsl Ha HAaYaIbHOM CTaIuu;

ban arpeccopa. B mporpamMMax oOMeHa MTHOBEHHBIMU COOOIICHUSIMH, B COITHAIIbHBIX
CeTSIX €CThb BO3MOYKHOCTb OJIOKUPOBKHM OTIPABKU COOOILIEHUI C OMNpeesIeHHbIX
a/IpecoB;

Ecin Thl cBugerens kubepOymivHra. TBOM JEHCTBUS: BBICTYNHTH IPOTUB
mpecieaoBarensi, MoKa3aTh €My, 4YTO €ro JeHCTBUS OLIEHUBAIOTCA HETraTUBHO,
MOJJEPKATh KEPTBY, KOTOPOM HYXKHA IICHUXOJIOTUYECKAas IIOMOIb, COOOILUTH
B3pOCIIBIM O (paKTe arpecCUBHOIO MOBEACHUS B CETH.

Mobunvuviii menegon

CoBpemeHHbIe cMapT(OHBI U IUTAHIIETHI COAEPIKAT B ceOe BIOIHE B3pOCIbIi (DyHKIIMOHAT,
U Tenepb OHM MOTYT KOHKYpHUPOBAaTh CO CTallMOHAPHBIMU KoMmmbioTepaMu. OOHaKoO, CpeiCTB
3aIUTHI U151 TOAOOHBIX YCTPOUCTB MTOKa OUeHb MaJlo. TecTUpoBaHHE U TIOUCK YSI3BUMOCTEH B HUX
MIPOUCXOJUT HE TaK MHTEHCUBHO, Kak Jutst [1K, To ke camoe kacaercs 1 MOOUIIBHBIX MPHIIOKEHUH.

COBpCMeHHI)IG MOOMJILHBIE 6pay3€p1>1 YK€ MPAKTUYUCCKH JOTHAJIM HACTOJIbHBIC aHaJIOr'u,
OHAaKO pacHIupCHUC (bYHKI_[I/IOHaJ'Ia BIIEUET 3a CO0OH 6OJ'IBIJ_IYIO CJIO)KHOCTb M MCHBIIYIO
3alIMIICHHOCTD.

Hanexo HC BCC MPOU3ZBOAMTECIN BBIITYCKAKOT O6HOBJ'I€HI/I$[, 3aKPBIBAOIINEC KPUTHUUYCCKUEC
YA3BUMOCTHU [JIA CBOUX YCTpOﬁCTB.

OCHOBHBIC COBETBI JJIA 0e30IMacHOCTH MOOUIBLHOTO TCJ'IC(I)OHaI

1.

gk w

Huuero He aBnsieTcs no-HacrosieMy OecruiaTHbIM. bynb ocToposkeH, Bellb Korja Tede
npeJularaloT O0ecrulaTHhIE KOHTEHT, B HEM MOTYT OBITh CKPBITHI KakKHe-TO IUIaTHBIE
yCIIyTH;

Hymaii, npexxae yem otnpaBute SMS, ¢oTto miu Buaeo. Thl TOYHO 3HAEIIb, TJ€ OHU
OyayT B KOHEUHOM HTOTE?

Heo6x0a11M0 0OHOBIIATH ONEPAIIIOHHYIO CHCTEMY TBOETO CMapT(OHa;

Hcnonb3yit aHTUBUPYCHBIE IPOTPAMMBbI 111 MOOMITBHBIX TeNle()OHOB;

He 3arpyxail npujio’)keHus1 OT HEU3BECTHOIO UCTOYHUKA, BEb OHU MOT'YT COJIEPKATh
BPEJIOHOCHOE MPOrPaMMHOE 00ECTIeUEHNE;
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6. Ilocne Toro kaxk Thl BBIHICIIL C CaiiTa, I7le BBOJIWI JHUYHYIO WH(POpPMAILNIO, 3aiiiU B

HaCTpPOMKHU Opay3epa u ynanu cookies;

[Teproaudecku nMpoBepsiii Kakue IIaTHBIC YCIYTH aKTHBUPOBAHBI HA TBOEM HOMEPE;

8. JlaBaii cBoii HOMep MOOWJIBHOrO TejaedoHa TOJIBKO JIOJSM, KOTOPHIX Thl 3HACIIb U
KOMY JTOBEPSICIIb;

9. Bluetooth gomkeH OBITh BBIKJIIOYEH, KOTZIa Thl MM HE MOJb3yenibcs. He 3a0ObiBait
WHOTJIa TIPOBEPATH ITO.

~

Online ueput

CoBpeMEHHbIE OHJIAMH-UIPbl — 3TO KpPACOYHBIE, 3aXBaThIBAIOIIME pa3BICUYCHUS,
00BEIMHSAIOIINE COTHU THICSY YeJIOBEK IO BceMy Mupy. MIrpoku uccienyroT JaHHBI UM MHp,
00IIaI0TCs IPYT C APYTOM, BBIIOJIHSAIOT 3a1aHUs, CPAXKAIOTCS C MOHCTPAMU U IOIY4YalOT OIBIT. 3a
yJIOBOJIBCTBHUE OHM IIATAT: MOKYNAKOT JUCK, OIUIAYMBAIOT a0OHEMEHT WJIM IPUOOpETaroT Kakue-
TO OIILUHU.

Bce atm cpexcrtBa MayT Ha INOJACpKAHUME W pa3BUTHUE UIPHI, a TaKKe Ha camy
0€30I1aCHOCTb: COBEPIIEHCTBYIOTCSI CHCTEMBbl aBTOPU3AlLlMM, BBITYCKAIOTCS HOBBIC MAT4U
(unpoBbIe 3aIUIATKA AJIST IPOTPAMM ), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B HOZ[O6HI)IX urpax CTouT OIacarbCd HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpPaXu
TBOCTO I1apO0JIsd, HAa KOTOPOM OCHOBaHa CUCTEMA aBTOPHU3alIUN OOJILIINHCTBA urp.

OcCHOBHbBIE COBETHI 10 O€30MaCHOCTHU TBOET'O UTPOBOI'0 aKKayHTa:

1. Ecnu npyroii urpok Beser cedst II0X0 WIK co3JaeT Te0e HENPUATHOCTH, 3a0J10KUPYH
€ro B CIIUCKE UTPOKOB;

[Toxany¥icds aIMMHHMCTpAaTOpaM WIPbl Ha IIOXOE€ IIOBEJEHUE JOTOr0 WIPOKa,
JKEJIaTeIbHO IPUIIOKUTDH KaKHE-TO JOKA3aTeNbCTBA B BUJIE CKPUHOB;

He ykaspiBaiil muunyto uHpopmartnio B mpodaiisie urpsi;

VYBaxail Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeouMaabHbIe TATYH U MO/IBI,

Hcrnons3yi ClI0XKHBIE U pa3HbIE NTAPOIIU;

Jlaxxe BO BpeMsI UIPbl HE CTOWUT OTKJIIOYAaTh aHTUBHpYC. [Ioka ThI mrpaems, TBOU
KOMIIBIOTEP MOTYT 3apa3UTh.

N

Nookw

Duune unu Kpaosica Tu4Hblx OaHHbBIX

OObI4HOM Kpameﬁ ACHCT U ONOKYMCHTOB CCTOIAHS YK€ HHUKOIO HE YI[I/IBI/IfI_HL, HO C
pasBUTHEM I/IHTepHeT-TeXHOJ'IOFI/Iﬁ 3JIOYMBIIIJICHHUKH  TNIEPEMCECTHUIINCE B HHTCPHET, U
MpoaOJIKAKOT 3aHUMATHCA «TIOOMMBIM)» JACIJIOM.

Tak mosiBUIIach HOBas yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (DUILUHT, IJIaBHAs ILEJb
KOTOPOTO COCTOMT B TIOJYYE€HUH KOH(MUICHIIMAIBHBIX JaHHBIX IOJIb30BATENed — JIOTHHOB U
naposieii. Ha anrnuiickom si3bike phishing unraercs kak ¢umunr (ot fishing — priGHas noBins,
password — mapouis).

OcHOBHBIE COBETHI 110 O0PHOE C PUIIUHTOM:

1. Cnemu 3a cBouM akkayHTOM. Eciu Tl MOAO3peBacmib, YTO TBOS aHKeTa Oblia
B3JIOMaHa, TO HE00XO0IMMO 3a0JIOKUPOBATH €€ U COOOIIUTH aIMUHUCTpATOpaM pecypca
00 3TOM KaK MOXHO CKOpEe;

2. Hcnonbp3yii 6e30macHbie BeO-CalThI, B TOM YUCJIC, HHTEPHET-Mara3uHoB U MTOMCKOBBIX
CHCTEM;
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3. Hcnonp3yii ciaoxHBIE U pa3Hble Mapoiu. TakuMm o0pa3om, eciau TeOs B3JIOMAIOT, TO
3JI0YMBIIIJICHHUKH T10JIy4aT JOCTYI TOJIBKO K OJHOMY TBOEMY IPO(MIIIO B CETH, a HE
KO BCEM;

4. Ecnu tebs B310Maiu, TO HEOOXOIUMO MPEAYNPENAUTh BCEX CBOMX 3HAKOMBIX, KOTOPbIE

no0aBiieHbl y T€OSI B IPY3bsX, O TOM, YTO TeOs B3IOMald M, BO3MOXHO, OT TBOETO

MMEHHU OYZET pacchUIaThCs CIIaM M CChIIKU Ha (PUILMHIOBBIE CalThI;

YcranoBu HagexHbii mapois (PIN) Ha MoOmIbHEIH TenedoH;

OTkII04M cOXpaHEeHue Maposst B Opaysepe;

7. He otkpsiBaii paiiiasl U Apyrue BIOKEHHUS B MMChMAaXx JJayKe €CIIM OHU MPHIIUIA OT TBOUX
npys3eil. Jlydiie yTouHu y HUX, OTIPABIISUIN JIM OHU TeOe 3TH (paiibl.

oo

Lugposas penymayus

[Mudposas pemyranus - 3TO HEraTUBHAs WJIM MO3UTHBHAsA MH(popMauus B ceTu o Tede.
Komnpomerupytonass uHpopmanus pa3smelleHHass B UHTEPHETE MOXET CEpbe3HbIM 00pa3oM
OTpa3suTbcs Ha TBOEW peanbHOH xu3HuU. «LludpoBas penyranus» - 3T0 TBOH UMHJIK, KOTOPBIN
dopMmupyercs u3 uHpopMaluu o Tede B UHTEPHETE.

TBoe MecTo XHUTENbCTBA, y4eObl, TBOE (PMHAHCOBOE MOJI0KEHHE, OCOOCHHOCTH XapaKkTepa
U pacckasbl 0 OJIM3KHMX — BCE 3TO HAKAIJIMBACTCS B CETH.

MHorue noJpoCTKU JErKOMBICIEHHO OTHOCATCA K IMyOJNMKAlUMKU JTUYHON HHpOpMAIH B
WNuTtepuete, HEe MOHUMAst BO3MOXKHBIX TTOCHIECTBUN. T Jaxke HEe CMOKEIThb 10Ta1aThCsi O TOM, UTO
dororpacdus, pasmelieHHas 5 JeT Ha3all, cTaja MPUYMHON 0TKa3a MPUHATH TeOs Ha padoTy.

KomMmenTapuu, pa3menienue TBoux Gororpaduii u Apyrue 1eicTBUS MOTYT HE HCUE3HYTh
JIaXe TI0CIIe TOTO, KaK Thl MX YAAJIUIIb. Thl HE 3HACIIH, KTO COXPAHWJI 3Ty HH(POPMAIIUIO, TTOoTaja
JU OHA B TOWCKOBBIE CHCTEMBI U COXPAaHUIACh JU OHA, a TJaBHOE: YTO MOAYyMAalT O Tebe
OKPY>KaIoIIee JIFOJU, KOTOPhble HAAYT U yBUAAT 3T0. HaliTu MHpOpMaLU0 MHOTO JIET CIyCTS
CMOKET JIF000# — Kak 13 JOOPBIX TOOYKIEHHI, TaK U C HAMEPEHUEM MPUYUHUTE BpeJl. ITO MOKET
OBITH KTO YTOJTHO.

OCHOBHBIE COBETHI 110 3aIIUTE HU(POBON PEIyTALINU:

1. Tlomymaii, mpexae 4eM 4yTO-TO MyOJWMKOBaTH M MepeaaBaTh y ceOs B Oyiore WiH B
COITMAJIHOM CETH;

2. B Hactpoiikax mpoduis yCTaHOBU OTpaHUYEHHUsI Ha TPOCMOTP TBOETO MPODUIIS U €ro
COAEPKUMOTO, CAETAl €ro TOJBKO IS IPYy3ei»;

3. He pa3memaii u He yka3biBail nH(OpMaIIHIO, KOTOPasi MOKET KOT0-TH00 OCKOPOIATh
WU OOMKATh.

Aemopckoe npago

CoBpeMeHHbIe MKOJIbHUKH— aKTUBHBIE TI0JIb30BaTeNn IU(POBOTO MpocTpancTBa. OTHAKO
JAJIEKO HE BCE 3HAIOT, YTO TMOJh30BAaHUE MHOTUMH BO3MOXKHOCTSIMH ITU(PPOBOTO MHUpa TpeOyeT
COOJTI0ICHHSI TIPAaB HA MHTEIUICKTYAIBHYIO COOCTBEHHOCTb.

TepMuH «uHTENIEKTyadbHasi COOCTBEHHOCTbY» OTHOCHUTCS K pPAa3JIMYHBIM TBOPEHUSIM
4eJI0BEYECKOro yMa, HauMHasi ¢ HOBBIX M300peTeHUll U 3HaKOB, 0003HAYAOIINX COOCTBEHHOCTD
Ha TMPOJIYKTHl M YCIyTH , W 3aKaH4uMBass KHUTamu, ¢oTorpadusmMu, KUHOPHIBMaMU H
MY3bIKAJIbHBIMU ITPOU3BEICHUSAMM.
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ABTOpCKHE TTpaBa — 3TO MPaBa HA MHTEIUICKTYAIbHYI0O COOCTBEHHOCTh Ha MPOU3BEICHHUS
HAyKH, JINTEPATYPHI U UCKyCCTBA. ABTOPCKHUE IIpaBa BBICTYNAIOT B KAYE€CTBE rapaHTUU TOT'O, YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI TPyA aBTOpa HEe OyJeT HamnpacHBIM, JACT €My CIIPaBEIMBbIC
BO3MOXKHOCTH 3apa00TaTh Ha pe3ysibTaTax CBOErO TPYAA, MOIYYUTh U3BECTHOCTb U IPU3HAHMUE.
Huxkro 6e3 paspemnieHust aBTopa He MOXKET BOCIIPOM3BOIUTH €r0 MPOU3BEIEHUE, PACTIPOCTPAHSITD,
nyOoJIMYHO JI€MOHCTPUPOBaTh, IPOAAaBaTh, HWMIOPTHPOBATH, IyCKaTb B IIPOKAT, IYyOJUYHO
UCTIOJIHATH, IOKA3bIBATH/UCHIOIHATD B A(Hpe Wi pazmemiaTs B IHTepHeTe.

Hcnonp30BaHne «IMPaTCKOrO» MPOrPaMMHOI0 00ECTIEYEHHSI MOKET IPUBECTH K MHOTUM
pHCKaM: OT MOTEpH [IAaHHBIX K TBOMM AaKKayHTaM J0 OJIOKHPOBKHM TBOErO YCTPOMCTBa, Ilie
YCTAQHOBJICHHBII He JierajgpbHas mporpamma. He crout Takke 3a0bIBaTh, UYTO CYIIECTBYET
JerajibHble U OecCIIaTHbIE IPOrpPaMMbl, KOTOPbIE MOXHO HAWTH B CETH.

O nopmane

CereBu4oK.p) — TBOH TJIaBHBII COBETYMK B CETH. 3/€Ch Thl MOXKEIIb Yy3HATh O
0€30MacHOCTH B CE€TH TOHSTHBIM U JIOCTYIHBIM SI3bIKOM, @ NMPU BO3HUKHOBEHUU KPUTHUECKOU
CUTyalluu OoOpaTUThCS 32 COBETOM. A TakKe NMPHUHSATH ydacTUe B KOHKYypcax M CTaTh CaMbIM
M (pPOBBIM rpaxkTaHUHOM !
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